CHAPTER 7
ALY

(Solution to Practice Set)

Review Questions

1. The criteria defined by NIST for selecting AES fall into three areas: secarzly) coss,
and smplementadion,

2. The lollowing table lists the parameters:

Viersion Block Key  |Round-key sizd Numberof
SEZE fEZE romdy
AES-128 128 128 128 10
AES-192 128 192 128 12
AES-256 128 256 128 14

3. The number of round keys and the number of ranslormation depend on the num-
ber ol rounds. The lollowing table list the information. Note that there is one trans-
[ormation [or pre-round. Also note that the last round uses only three
translormations.

Verxion Numberof | Number of Number of
rowads rownd keys Transformations
AES-128 10 11 | +9x4+3=40
AES-192 12 13 |+ 11%4+3=48
AES-256 14 15 1 +13%4+3=56

4. DES is bit-oriented; AES is byte-oriented. In DES, an 5-box takes 6 bits and trans-
[orms it o 4 bits; in AES, SubByies translormation takes a byte and change it o
another byte. In DES, P-boxes transpose bits; in AES the ShiliRows translorma-
lion transposes byles. To provide mixing ol bils inside a byle, AES uses the Mix-
Columns translormation.



5. Belore and alier each stage, the data block is relerred 1o as a state. Stales, like

blocks, are made ol 16 bytes, bul they are normally treated as matrices of 4 = 4
bytes. The following table shows the number of states used in each version. We
have used two extra states: one belore the pre-round and one alier the last round. IT
vou do not consider this, the number of states 1s reduced by two.

Versiom | Numberof Number of
roundy Seates

AES-128 10 (M+1+9x4+:3+(1)=42

AES-192 12 M+1+11=x4+3+(M)=50

AES-256 14 (D+1+13x4+3+(1)=58

6. The SubByles, MixColumns, and AddRoundKey translformation change the con-

tents ol bytes; the ShiliRows translormation does not.

7. Substitution in DES is done by S-boxes. Each box substilules a 6-bil value with a

d-bit value. We need eight S-boxes to create a 32-bit hall block. Substitution in
ALES is done through SubByies translormation that translforms a whole state 1o
another state. However, we can say thal SubBytes actually substitutes 16 byles
with new 16 byles,

8. Permutation in DES is applied in two steps: belore substitution and after subsitu-

8.

9.

tion. The [irst 15 an expansion permutation (o create a 48-bit hall block out of a 32-
bit hall block. This is needed because the round key is 48 bits long. Permutation in
AES 15 straight permutation ol bytes. Since the size ol the block and the size of the
round key are the same, there is no need [or an expansion permutation.

Permutation in DES is applied in two sieps: belore substitution and alier subsitu-
tion. The [irst 15 an expansion permutation (o create a 48-bit hall block out of a 32-
bit hall block. This is needed because the round key is 48 bits longz. Permutation in
AES is straight permutation ol bytes. Since the size of the block and the size of the
round key are the same, there is no need lor an expansion permutation.

In DES, the size of the block is 64 bits, bul the size ol the round key is 48 bits. In
AES the size of the block and the round key are both 128 bits (lor all versions).

In DES, permutation is bil-oriented; in AES, permutation is byle oriented. To per-
mute the bits inside a byte, AES uses the MixColumns translormation.

Exercises

12.

The disadvantage of using keyed S-boxes is that it makes the design ol the cipher
more dilTicult. In particular, it is more dillicult o create S-boxes that are inverse of
each other in the encryption and decryption cipher. The advantage ol using keyed
S-boxes is that a keved S-box is normally non-linear, which protect the cipher
against linear cryplanalysis,

A larger block size creates more mixing ol bits in each block. In a cipher with a
block size ol 64, each bit, in average, is dependent on only 32 other bits; in a block
size ol 128 bils, each bit depends, on average, on 64 bits. This is definitely an
advaniage. One disadvaniage is that the large block size creates an overhead ol
adding more padding 10 the last block. In particular, il the size of the message is
very small and less than the size ol a block, most of the plaintext is made of pad-
ding.



13. Having different number of rounds has the advantage that new versions ol cipher
with more number of rounds can be used, without changing the structure ol cipher,
il the cipher is attacked by dilTerential and linear eryplanalysis (or other altacks

14

15.

16.

that depend on the number of rounds). For example, we can use AES with 10

rounds as long as it is not secured. 101G is attacked, we can move o the version with

12 or 14 rounds without changing the structure of the cipher.

Having different key size has the advantage that new versions ol cipher with larger

key size can be used, without changing the structure ol cipher, il the cipher is

allacked by brute-lforce cryplanalysis. For example, we can use AES with a 128-bil

cipher key as long as it s nol attacked. 1111 15 attacked, we can move Lo the version

with 192-bii or 236-bit cipher key.

A cipher in which the size of the round is the same as the size of the round key is

easier o design because we do not have o use expansion (or compression) permu-

lation o malch the size of the block o the size of the round key. This enable us 1o

make the non-Feistel ciphers.

a. The state has 16 bytes which are permuted by ShiliRows transformation using

the lollowing permutation table:

01 02 03 4 06 07 08 05 11 12 0% 10 16 13 14 15

b. The state has 16 bytes which are permuted by InvShiltRows translormation
using the following permutation table:

01 02 03 04 08 05 06 07 11 12 09 10 14 15 16 13

€. We can prove that two transformation are inverse of each other by applying the

the process we learned in Chaptler 3. We add indexes, we swap indexes and con-

tents, and then sort the table according o the indexes. We start with the
ShiltRows table to zet InvShiliRows table. Aler adding the index, we have

01 02 03 4 06 07 08 05 11 1Z 09 10 16 13 14 15

0or 02 B M 05 W 07 E 0 I 11 12 13 14 15 16
Aler swapping the contents and the indexes, we have

01|02 |03 04 (05 06|07 |08 |09 (10 (11|12 |13 |14 (15 |16

0o 02 0B M M 07 B 05 1 12 M0 W 16 13 14 15

Aller sorting the table according Lo the index, we have the lollowing table

which is the same as the InvShiliRows table found in part £

01|02 |03 04 (08 05 (06|07 |11 (12 (09 (10|14 |15 |16

13

0 2 B M KB M 07 E 00O 0 11 12 13 14 15

17. We use two plaintexts that differ only in the lirst bit:




Pz (OOCHY COOC OCOK COOC OO GO0 D000 0000 5
Pa: (SO0 OO0 OO QOO OO QOO0 DO 0000714

a. Applying the SubBytes translormation w Py and Po, we gel:

Ty (6363 6363 6363 6363 6363 6363 6363 6363),
Ty (CD63 6363 6363 6363 6363 6363 6363 6363,

T, and T| differ only in 5 bits.

b. Applying the ShiliRows transformation (o P and P,, we get:

Ty (0000 D000 000D GHOO DOOD DODD DD DODO} |4
Ty (R000 D000 0000 GO00 DOOH 000D OO0 D000} |4

T, and T difTer only in 1 biL
Applying the MixColumn transformation o Py and P, we get:

Ty (0000 D000 000D GOOO DOOD DODD DD D000} |,
Ty: (1BEO B0D9B 0000 D000 0000 0000 0000 00001 ¢,

T, and T differ in 9 bits.
€. Applying the AddRoundKey ol 128 0-bit transformation o Py and P, we get:

Ty (0000 D000 000D GOOO DOOD DODD DD D000} |,
Ty: (B000 0000 0000 0000 0000 0000 D000 OO |4

Ty and Ty dilfer only in 1 bit. Note that we have used a round key with 128 07,
but the resull is the same il we use any key.
18. We have

SubBytes (0557 @ 0xA2) = SubBytes (0xF5) = 0xEf
SubByles (0x37) & SubBytles (0xA2) =0x5B @ 0x3A = 0x61

Delinitely, the two are different; the SubByte translormation is non-linear
19.

a. The SubBytes transformation is repeated in each round. So we have A ol this
translormation.

b. The ShiltRows ransformation is repeated in each round. So we have A of this
translormation.

¢. The MixColumns transformation is repeated in each round except the last
round. S0 we have (A, — 1) ol this translormation.



d. The AddRoundKey translormation is repeated in each round. In addition, we
have one ol this transformation in the pre-round section. So we have W, + 1ol
this translormation.

e. The total number of transformation is

Total number of transformation = A, + ¥, + (V. - 1)+ (¥, +1)=4= N,
20.
a. Figure 57.20a shows the key expansion in AES-192.
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b. Figure 57.20b shows the key expansion in AES-256

Figure 87.20b So/usion ro Evercise 206

e (T NEEEEEEEE

Bt 2o W F

.wnww-wﬂffi v

Makoireg of 1 {temgorary ) words 7~ H 4, Malomg of u words /= 5 4, + &

I‘J-@‘”
um——




21.

a. We can use (/7! mod prime) and (7! mod prime), in which the prime is the

the irreducible polynomial ( A e 4 4+ 1), 1o find the first terms of

RCon|11] and RCon|12]. The lollowing shows the constants for AES-192,

b. We can use I{.l”“

mod prime) and (.«

4

Heierred () Hesereet (A o) Howiea (o)
| {0 O 00 00 5 (2000 O0 0005 9 (1B 00 00 00
2 {02 00 00 00 5 f (2000 000005 10 (3600 00 00)
3 (0 00 00 00y 7 (40 00 00003 11 (G 00 00 00)
4 (08 (0 00 00) 8 (8O0 00 00y, . 12 [(I8 000000,
1 [4-1

mod prime), in which the prime is the

the irreducible polynomial ( A4+ o+ 1), 1o find the first terms of
RCon|13] and RCon| 14]. The lollowing shows the constants Tor AES-256.

Heierrd () Kt R o) Fowred (o)
I {01 00 00 00), f (20 00 00 00) . I (0000 00),
2 {02 00 00 00 7 0 0 00 00y 12 (D 0000 00) .
3 {0 00 00 00) 8 (80 00 00 00), . 13 J(ABOOO0O0),,
4 |(88000000),, 9 |ABOD00DO), | 14 [4D000000),
5 {21000 00 00 10 (34000000,




22,

a. The pre-round operation needs a four-word round key. The cipher key in AES-
192 15 six words: only the [irst [our words ol it is used in the pre-round opera-
Liomn.

b. The pre-round operation needs a lour-word round key. The cipher key in AES-
25615 eight words; only the [irst four words ol it is used in the pre-round opera-
tion.

23. The result is an identily matrix as shown below. Note that the addition and mult-
plication ol elements are in GF(2).

10001 111 00100101 10000000
11000111 0010010 01000000
11100011 010010011 00100000
l1110001f ., (1ol 00100/ 00010000
11111000 01010010 00001000
01111100 00101001 00000100
001111160 10010100 00000010
00011110 01001010 000O000O0T1
- x - - ¥ - X=X

24. The result is an identity matrix as shown below. Noie that the addition and multi-
plication of coellicients are in GF(2).

The identily matrix can be easy found. For example, il we multiply the lirst row ol
C by the first column of C7!, we get

|{.1§:n{.rq +7 4 B+ (r+ 1]{,r1'+ 1)+ {1}(.:3 +.l2+1} + {1]{.!’1+.t'+ =1

But il we multiply the second row ol C by the [irst column of ! we el

(I}(.:3+12+.1j +[.t;{13+ D+ i+ I}(.P +12+1}+{1}{r"+.r+ 1y=0



25. Most ol the code malches, line by line, with the steps in the process. The only sec-

tion that needs some explanation is the loop. The iterations ol the loop gives us

©=by& b, &b, &b S b,
¢ =b,Sb;&b,2 b, &b,
¢ b, @b b ebyab,
¢;-hebebebab,
g =bhehesbhzshaeh,
c=b;abzhebhah,
¢ ~bs&bobebabs
c;=h, ©h,©h,& h& by

R 2 2 e

The rearranged code is the result of matrix multiplication

& =B @b, @ b;&h& b,
¢ =by @b b;ebS b,
¢ -byebebebah,
c;-byobobobob,
c=hyebhshshsh,
c=behesbhshsh
¢ =hehah,ahah
¢/=b;2h, S b;© b& b,

the zero lerms. Aller each ling s created d = e + y is made.

26.

c=X x bil we ignore

a. The imvByteroutine calls two other routine: multiply and guotation The [irst
routine multiplies two bytes: the second routine linds the quotient of dividing
the lirst byle by the second. The quotation routine calls the degree rouline

which [linds the degree of a byle (as a polynomial )

invByte byic)
i
if (byte = ()
returm byte
=118y, / modulus
7 +— byte
f = (00
hHe (01,
while (= (000}
{
7 + quotation 7. ;)
74 © multiply (. 75)
re= o F multiply( g, 5)
= e ek heed
H
returnm /|



multiply (byte,. byte,)

i
Fe— (00) o
rew = (00) 5
while (£17e = (00)4)
i
if [{ £viey AND (01) ) = (01)¢]
rev 4— v D shiftLeft s byte )
byte, « shiftRight |. byie,)
'
returm /=0
i

Quaotation|byte, . byte,)
i
degreeDiff + degree(byte ) — degree(byte,)
while (degreeDiff = ()
{
temp « shiftLefi degreeDiff, 1)



byte, « byte, & shiftlefidegreeDiff, byte,)

res «— res OR temp

i
refurn /€7
!
degree(byie)
{
deg «— -1
while (byte = 0)
i
deg «— deg + 1
byte « shiftLeft 1, byte)
i
returmdeg
i
b.

ByteToMatrix(byte, matrix)

{
fior (=T downto ()
i
matrix(r] « byte mod 2
byte « byte /2 / integer division
i
'
C.
MatrixToBEyte/matrix byie)
i
byte + 0
fioxr (=T downto 00)
{
byte « byte = 2 + matrix|r]
i



27.

InvSubBytes(S[0 __ 310 . 3])

i
for(#=0to 3)
foric=01to3)
5[A[¢] « imvsubbyte(S[/1[<])
return(S)
i

28. The ShiliRowsalgorithm calls the shifbrow routine three times (the st row is not
shilted)y to shilt each row. The lollowing shows how shilting is done:

Firstcall #=1

rows « Ly
rowp 1y
oW < '-2
mwz — [3

Second call #=12

rows & Ly
row3 Iy
mwu £— [2
L

O = B B T T I
Il

Third call #=3

m'ﬂ"j — [0
Towg < I'.l
mownp < Ly
oW « I3

I
b e D L B e D LD B e O

Le e e o
II




30.

InvShiftRows 5[0 .. 3][0 __ 3]
i

for(©=0to3)
invshiftrow (5 /1. /)

31. The MixColumnsalgorithm calls the mixeolum routine [our times, once [or each
column ol the old state 1o create the correspond column of the new state, The mix-
columnroutine actually performs the following matrix multiplication eol= C = i,
in which eol is the new column matrix. 4 1s the old column matrix, and the € 1% the
square conslant matrix. We can wrile the code in the mixeolumaroutine as

coly «— Cyuety 3 Cuety & Cpet, & (Gt
coly — C]ﬂ' i, @ Chety @& Cpety, & C]g' LE}
cwh <« Cyety & Cyety @ Cp*th & Cnsly
coy « Cy*ty & Cyetp & Cpshh & Cuet

33.

MixColumns(S[0 ___ 3][00___ 3]

{
for (c=0to 3)

mixcolumn(S[c])



34.

InvMixColumns(S[0) . 3][0 .. 3]
i
for {~=01t03)
invmixcolumn(S[c])

35, The algorithm wses a loop that iterates [our times, one [or each column of the cur-
rent state. In each ileration, a column ol the old state is exclusive-ored with a key
word 1o create a new column.

S[c] « 8[] @ W[4 x round + ]

For example, in round 3, we have

SI0]  «  S[0]e wW(20]
Sl <« S[l1eW[(2l]
82 « S[21e W[I2]
S[3] <« S[3]1®W[23]

36.
a. The subbyte routine called by the SubWord is the one delined in the text.



SubWord (W[0D ___ 3])

{
for{/=01to 3)
W[/ « subbyte (W[
reftorn (W)
L
b.

RotWord (W([0 ___ 3])

i
CopyRow (W, t)
for (/=010 3)

Wi+ 3) mod 4] « &[4

reftorn (W)

H

37.
a.

KeyExpansion(Key[0 __23]. W[0 __51]

i
for{/=01to 5)
W[ +— Key[4]] Key[4/+1] | Key[4/+2] | Key[4/+3]
for (/= f6to 51)
if (/mod 6=0)
{
t +— subword rotWord (W[, 1]} & Reon[; /5]
W[+t W[/—a]
i
else
WA« W[/— 115 W[/—6]
}
b.

KeyExpansion(Key{0 __ 311, W[0 ___59])
i
for{/=0to7)
W[/ «— Key[4,] ] Key[4:+1] | Key[4,+2] | Key[4:+3]
for (/= 8 to 59)



ifl:_,rlTIDd 8 =l']J

i
t +— sobword rotWord (W[ - 1]) & Rcon[; /8]
W[« ts W[,;-§]
H
if (/mod § =4)
i
t subword W[, — 1)
W[t W[/ -§]
H
else

WA« W[i-1] & W[/- 8]

38. The lollowing algorithm modilies the keys created [or the original design to create
the round keys lor the alternate design.

KeyExpansionAlternative Key(0 .. 15])

{
KeyExpansion Keyl() .. 15], W[0 ___43])
for (=1 to9)
i
for (=01t 3)
A« Wlmaed+ A
Wi 4 +0] «— 0x0E o {0] & 0x0B o 1] & 0x0D » 2] & 0x09 » 3]
Wi 4+ 1]« 0x09 o tf0] = O0x0E o t{1] & 0x0B » t{2] & 00D » #3]
W= 4+ 2] « 020D o gf0] & 0x09 o g 1] 2 0x0E » £/2] = (x0B » £3]
Wima= 4 + 3] « 0x0B o /0] & 0x0D » 1] © 0x09 « #[2] & 0x0E » 3]
}
return (W[0 ___43])
H

39.

InvCipher  InBlocki() __ 16]. outBlockl0 __ 16]. W[D ___ 43]
i
Block ToState{ Inblock. S)
5 — AddRoundKey(S. W[40 ___43])
for(~=1to 10) il rdefines the round



5 — ImvShiftRows 5)
5 — InvSubBytes(S)
S+ AddRoundKey(S, W[{10 - A x4 __ (10— Ax4+3)
if (= 10)
8 — ImvMixColumns(S)
H
StateToBlock S, outBlock)

InvCipherAlternate InBlocki() ... 16], outBlocki() .. 16], W[0 ___43]
i
BlockToSiate! Inblodk S)
5« AddRoundKeyi( S, W[40 ___ 43])
for(r=1ta9) {1 rdefines the round
i
5 + InvSubBytes(S)
5 + ImvShiftRows S)
5 « InvMixColumns(S)
5« InvAddRonnd Key( S, W[(10 - A x4 __(10-A=x4+3)
i
5 «— InvSubBytes( 5)
5 «— ImvShiftRows 5)
5 « AddRoundKey( S, W[ ... 3])
StateToBlock S, outBlock)



